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3.6 IPv6iZE

3.6.1 IPv6 @7

IPv6 (Internet Protocol Version 6) , £FRABEBAMIMNYEECHR, SEBFMTIZESE (IETF) i&iHIBETENR
IPVARST—IPEIY, BT RRRIPvATFTERI M S HBI SEA B R,

3.6.2 IPv6 Eidl

1. IPv6 ithtitiEs0

IPVERYIHHE B FRIPVAR32(TH R E1281, 1T IPvAE B ARIEIEZSE),
IPVEIBHERIE AT XX XXX XXX, 128(UAIIPVEIBIEFRE S (1) HFEA8E, BHEAN16MIF4N T itk =
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TEIPVerR, HIFfE—LASFRAGIPVEIBIE, 40:
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NAT66 (IPv6-to-IPv6 Network Address Translation, |Pv6-to-IPveIZ&itlitEEHR) BiGIPveEIEIR SZSLHHIPv6
SR B —/NPVEIBIEAYISFE, NAT66RIEREEIRENATE6M—FSCIA R, ESRSELPRIIPveiAIRIEE
B AB—NPveibhtEiER, SLIIPveibhtiER, NAT66E]LASCII RSB SHNBATEMEIEIS,

3.6.3 IPv6 Htilik &3 Eie st

o FlE. FECEIPvett/AIEREMNEEESEL.

o TREEFUSES, BISLAACTIT. HRIEOIDARER AL, BRERAESHRXESIIRRERE
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BCERE, LEMRIREDESEANIRIREA TRRE, TRRSERENAE RIE—RIKENTF
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4.7.2

IDgEfRITT

XFRREETAEWI-FIN2BEARREER TSSIDINLLEARE, BEARBSIHILERiRIZFIIMACHELE
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FTHEZER: SRPRIREBHELL LR, RIMABRINLEIRE.
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MACHEIEFNEE, /RE<HE>RE. MACHHIEMNERSEHEEZNIRRER, REUEIEN, BRHRN
T, BEAFRILZRIRIRENEER. £REARBEBENSBHIERENMEWI-Fi EERL.
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FAEOE RN ERSRE/ AT AR R Wi FiERH

o HE: "OUNLEA" # "ET55ID" HESERNER
H -1, BERERT | ENREERIE Eﬂﬁfgnuit‘g\-’v‘\ Fi.

2, BEERENTEII= =R  RENAIEE SFI=ESRTIRERWI-Fi.

EE r y
‘ O =L FMACHRIHE A WIFi BRI ( 2E8) (Al FMACHEIHE N WIFi LR ( 355 )
L | e + 5 0 HeE R
—i#demo
g SIS 30 MER.
—= S
333 MACH#EHH & 12E
8C:AB:8E:A2:21:67 test 1S HiER
9C:AB:3E  oUI oul e s

4.8 &8 AP R

4.8.1 INgeEREN
APTREISETHEC T T &ML TAPHIRE, ISAPRINZISEHES, JERREFIEN, EPiRsBEIK
BRAEIRIZAIAP, APGEISEHET D JomEFH
® Client Load Balancing: IRIEXREAZRIREUHTIOE., HFEAPHRIKBNAIREE S, HESHERIENIAPH
HIFHESATFEEER, KRk REEKBKZETIEMAP,

® Traffic Load Balancing: 1RIEAPTREAREHTIIE., JRAPHFIGHIRERK, HESHEERENAPH
MEEFAZUEEER, KinREEXENZAFHIEMAP,

Example: Add AP1 and AP2 into a group and select client load balancing. Set both the client count threshold
and difference to 3. AP1 is associated with 5 clients and AP2 is associated with 2 clients, triggering load
balancing. New clients’ attempt to associate to AP1 will be denied, and therefore they can associate only to
AP2.

IR RAPIRE XIS, EFRACRINKERANEEAP, SEHXBOZAPRIRENAZI—EER, BAFEIRE
IRKERZAP, {RIEFBFREBIER EN.
4.8.2 IgEETFEIRIIGHEIE
(BWETE-TREES] Network>> Wi-Fi>> Load Balancing
mth<Add>, % TypeAClient Load Balancing, i8&Group Name, HRERLAKRERGEIIEN,

Wi-Fi Settings Guest Wi-Fi Wi-Fi List Healthy Mode Load Balancing

| Load Balancing [l Delete Selected

Upto 32 entries can be added.

Add APs in an area into a group and enable load balancing. When load is unbalanced in the group, clients will automatically associate to an
AP with lighter load.

Example: Add AP1 and AP2 into a group and select client load balancing. Set both the client count threshold and difference to 3. AP1 is
associated with 5 clients and AP2 is associated with 2 clients, triggering load balancing. New clients’  attempt to associate to AP1 will be
denied, and therefore they can associate only to AP2.

Group Name Type Rule Members Action

No Data

80



RG-EG RFIIEHIZE Web EIEFAf AP &

Add .

* Group Name
* Type Client Load Balancing

*
Rule When an AP is associated with 3 o clients and the

difference between the currently associated client count and
client count on the AP with the lightest load reaches

3 , clients can associate only to another AP in the
group. After a client association is denied by an AP for

10 times, the client will be allowed to associate to

the AP upon the next attempt.

* Members

$4-3 Client Load Balancing EeE{SEiA%E

o 588
Group Name APIEERIZTR
Type %&£ Client Load Balancing

IRERMYEREE, BIRRAPRIFRERRIRALEREL. APAIXREREEiHEL
IR AREELUR SR IR R KERA R AR ERIAPRIEITREL

Rule By default, when an AP is associated with 3 clients and the difference

between the currently associated client count and client count on the AP
with the lightest load reaches 3, clients can associate only to another AP
in the group. After a client association is denied by an AP for 10 times,
the client will be allowed to associate to the AP upon the next attempt.

Members TNz EERIAP

4.8.3 IgEETFREMGEIE
[(BEWEE-RERS] Network>> Wi-Fi>> Load Balancing
mE<Add>, i%&#FETypegTraffic Load Balancing, i&&EGroup Name, HALRIAR ERGEIIERNI,
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Wi-Fi Settings Guest Wi-Fi Wi-Fi List Healthy Mode Load Balancing

| Load Balancing + Add il Delete Selected

Upto 32 entries can be added.

Add APs in an area into a group and enable load balancing. When load is unbalanced in the group, clients will automatically associate to an
AP with lighter load.

Example: Add AP1 and AP2 into a group and select client load balancing. Set both the client count threshold and difference to 3. AP1 is
associated with 5 clients and AP2 is associated with 2 clients, triggering load balancing. New clients’  attempt to associate to AP1 will be
denied, and therefore they can associate only to AP2.

Group Name Type Rule Members Action

No Data

Add .

* Qroup Name

*Type | Traffic Load Balancing

" Rule When the traffic load on an AP reaches = 5

*100Kbps and the difference between the current traffic and
the traffic on the AP with the lightest load reaches

5 *100Kbps, clients can associate only to another
AP in the group. After a client assaciation is denied by an AP
for 10 times, the client will be allowed to associate
to the AP upon the next attempt.

* Members

#4-4  Traffic Load Balancing Fe&E(EEHiiRE

28 i8R

Group Name APISEHIZTR
Type 1%&4% Traffic Load Balancing
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bz

24 i8R

Rule

IRERMKIYEREE, GERAPRITRARE. APRERERNEAE
ELAR IR R RERIA R A BIERIAPRIEITIREL

By default, When the traffic load on an AP reaches 500Kbps and the

difference between the current traffic and the traffic on the AP with the
lightest load reaches 500Kbps, clients can associate only to another AP
in the group. After a client association is denied by an AP for 10 times,
the client will be allowed to associate to the AP upon the next attempt.

Members

IONIZIIEBRIAP

4.9 —ERILTLMLE

(EMEE-NHES] ENEE>>TEMIL

£ T TE, Ok "REREU ISR | RE<T&ML>, BEANME T ALMEHITEHN
. FRREERMIL, EEErERMERTIN. BIERIEIRE NIRRT A ERMERIRE
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A iE
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©
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THREEE:
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AEFEFREEE, FGREE, Fe—EeRdE (EisEsEms,

T SRR, NERARENT N, EREEE,
IZERFE M EITEE,
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4.10 Wi-FiiAiE
4.10.1 IngEmEf
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EGIREXERIGMACCAIEIRSSSE, Wi-FifEFEEEEWI-Fif5, HPortallE, ERAEFREIEEIME, X
ELRSRE, AN, ERTEBRE, BRULUBEHEHEAERSISAFRRKELARS,
2. EREAIRES
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o FEENIRITE AP EEIAIERE L.
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TR ER .
FOthrgERER
s EH :
EF @ MACHIE I3

*MACHEE | 00:d0:c8:75:a8:49
FHin|2eR izl
SHEE | FrERR

Eif  EG305GH-P-E-75A845
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7 VPN

7.1 188 IPSec VPN

7.1.1 IHEEETT

1. IPSec #Li#

IPsec (IP Security, IP&Z%£) RinternetTIESAE (IETF) HIEN=ERREMNZRNY, FAREMAMNEATIRIT iR
INEFOIIEARSS, AME HERNEIRREMTERE. TEREIETERFNZ2HIE. SEN@EHZEE
IPEES INZ SERRIANESEST, TLEKEUTHZR2RS:

o HuEHIEM (Confidentiality) : IPsec&kiET1ERISMBEHIRIIBI, SEINZRS,

o HIETSEM (Data Integrity) @ IPSeciEWIGRIRIEARIERMEHTALE, IBESIREEETRETRE
WEX.

o HUESKIEAIE (Data Authentication) : IPSeciEW AT LUAIEIPSeciR XA ET 2B SIE.

® [HER (Anti-Replay) : IPSeciEsaltdilIFHEfaEIGd R e E SRR,

IPSecti¥ ) 2 N ATFAL SO T Z BAMERR, HalieEisEIPSeclREZ R =ik, T

IPSectMYEN BERES BN DTN Z ENL2E, fEFFIHEREIRIINZE, EeMELet.,

2. IKE #fik

IPsecERNmAZ [EHEMZL2BE, mamFRIIPsecRIZR, SA (Security Association, L4EkEE) 2&EEX

SNENRELEENATE, FINNSAEERAML MY, SREIPIEIETIFE. WSNaE ISR

B, MCRERIINZEINRIEE R, DRETEIESZ2ER. EHIEHETINSANAFRES. FicEPsechidizg

th, AILMFEAIKE (Internet Key Exchange, E4EMEHACHR) WNYSRESISA, IKERIPSeciR B 3cHaE

$B. EEANHEIRSARIIRSS, LT IPSecHUFRFIEE.,

3. IPSec Z25FROE

IPSecZ2RIEBME T I ARRIEIERRBAAFNR SN (HETSA) . BEERERIRIRERLRNR
2RIE, IPSecEF ik SIPSeclRBinZ [BREEERIPSecEei%E, LHXNBEEIRIMRIF. IPSecRLkRE
DAERRENBSRRER MRS, HHSRRESS T RFNIKERIRSIERZREE, NGRS, TRAEKX
ARISEUA, MNEEEESERES TR,

7.1.2 &8 IPSec RSk
(ANEE-TEES] VPNEE>> IPSeciRE>> IPSeck e 5%
1. BFEE
RE<FIN>, EE REIERE" B "RSR [ ESHRIEETR. AU TFRCEEHREMAREN, RE<WEE>.
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IPSecE5RE |PSeciEigiias

IPSecsz4 5iRg
O = FREEES: PElEETE. —BEZ4CEE, 02552552550, @
B FEEEHN 192.168.110/24, FPANFFEER 192.168.110.1-192.168.110.254,

B + 5
SRS 1 =R
ERREETY HEE SR FOERUES F M FPEE HinFPEeE Wz BE

EHEEE

#0

EEREE EFR | O ESk

* SRR
geel | g ®
* AT

* R E =N

= @D

FiEe—2E (IKEEEE)

WE—ies (Biuisssms)

F7-1  IPSec [RSBIHBFREER LT

24 1588
RIEER REIPSeck £RMAIEIR, 1~281FFF

NTHRIZIRPIEEAMERNIWAND ; BEXR (IPSecEFin) FTiRER "XimMIX
apsEREn] HeHE" $ARSIZWANCRIPHELEAER]

SHIRIERT, #EFEREN "B

REZRIPRSIERIASEFRSEE, RIIRS=RIILANCIRER, FIPHBIEFNFRI#ED

by (e CINERES
* oH e
== BIEW SRS RN E= A EA I BB ENENEE, HFEATRSIER
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24 L

N, FEXSF Y ZBNEERENER, BIRTEXI<IPSeciRSSimAV4SEZO,
IPSecEFiRAIXNIRINK>, HHEEEERE—BRRNTHZENR

/NS EEERZE R

2. BEEE (MER—)
_E "MBR—IRE (KERE) " RFEREN. SRR KIRFIRIALE.

Wi —=E (IKESEER)

IKESERE 1 shal-3des-dh

|IKESERE 2 shal-des-dhi

|IKESERE 3 shal-3des-dh2

IKESERE 4 md5-des-dhi

IKESEHS 5 md5-3des-dh2

wEER 0 =& gl
FIIDSE @ [Pt NAME
MWilD=E @ IPiBiE NAME

*AEFRE | 86400

DPDHEAE O ER FEH

*DPD#MIEEE | 10 #h

#F7-2  IPSec BRS3if IKE SRIGIREERHIRR
24 1588

EERIKEMYERNBGIEE. SEHINEEEMDiffie-HellmanZBixiR, IKEREEA=AS
HNAE. SHHLESEIKERE, S5 KEMBNNAEMIE—E—SRIKEREE, X
IKESSHE = I KETDE RIS E R,
e B% (HASH) &i%:

o shal: SHA-1&G%
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24

1588

o md5: MD5&5%
o MNEEX:
o des: ERKENS6LLHAIDESEE
o 3des: EHKE/9168LLFHI3DESE X
o aes-128: BEAKEN128HAFHIAESEIL
o aes-192: BHKEN192LLRHIAESEX
o aes-256: BIHKEN256LLIFAIAESETL
e Diffie-HellmanfBfriR:
o dh1: 768LY4FDiffie-HellmanZE
o dh2: 1024tk#Diffie-Hellmand
o dh5: 1536Lk4EDiffie-HellmanZE

iR

DAERINEEER. IPSecERIRSZFRIHFIZ P ImAIEEN —EL,

o FEHN: —RERT, ERANEBFTRREBOLWIPEE. REZERXRIBEHIH
15, ERASIGRBHHTRP, Z2HR=.

o IR XWTHIUIADSLILSAEF, EEXBHIANIPAZEER, BRsEFENAT
RENBRT, WEERBAHTEHEAMNATSY, B, BTIPAREEN, TEE
FYMRESD (ID) X£E "NAME" , FEEAMRPIRSD, feURIR.

At/ 3| DIEEY

BFEMANERNIDZER, MHimhY "D HRSARD "SHRID" FEF—.
o (Pitbtit: LUPHBHHENSMID, BshERARS I DI mIID

o NAME: UUFH=Z=FRIEABHDID, Bt AmES D DI IHEDID, 2HIPHIEAR
ElERS, FREAHIDZERAN ‘NAME" |, HEXSIHMHENFRAIEN. IDXKEN
“NAME" Bf, BERRNRE(ENSHIDAENFRTE,

IDZEYy "NAME" B, {EASHIDRNENFRER. WimhY "AID" BRSAint)

[XTimID
AR RID" (RS,
. IREIKE SMFTERIERE (IKE SASSIRVAER RN EEENE) | EICRARA
e 1ZRE
&
DPD (Dead Peer Detection, XEAFEIGN) FIFIPsecPERSAIEN., FFADPD
- TIRES, 4l TERR S DP DR INE AR e BIRT 0 P SecIEHR SRS, 2tk
DPDAZIFFIE DPDEW, THERSSAEERIEY, WIKEN S kS AT,
LR TR T, BN EDPDIAE
DPDI& IR HerETEEAkDPDITIELE, EDftS DPDEARIEIERTIE, EREEA

3. BEEE (MERD)
REMERTIRE (EMEZERE) RALEN. SRR GEKRIRSALE.
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EiEe] esp-shal-aes128

EiEE? | esp-mdS-3des

SEFBIINE none

*HFEIE] | 3600

#7-3  IPSec [RSSIMERFIHREE SRR
24 L

REREMVINEENES. EIPSeckeIKRINEHAR, MinfERR—MFENZIRE
BRIPREEREIER. IPSeciRSEEMEFiRMFIREREERIF—
o Z2thY: ESP (Encapsulating Security Payload, IRMZEIE) MY AIPSeciE
BHRMTHIRIRALE. SURSBEMRIOFB RS ERINEE, FHRIE T SURANENE
o IFENE:
o shal: SHA-1 HMACIGIFES .
htjpes o md5: MD5 HMACIGIFE;%
o INEEX:
o des: BEERIKENS6LLFHIDESEE
o 3des: FHKEN168LLFI3DESE X
o aes-128: BIHKEN128LLFAIAESEIE
o aes-192: BEAKEN122LAFHIAESEIL
o aes-256: EIAKE/I256LLFHIAESEIE

PFS (Perfect Forward Secrecy, FTEMBINNE) $SMHE—ML2iSt, B BHEE
WA, HAMINEMZENTSY, RHAXYERHERIREIREXRR. IKEEERTERE
RE— MR, LT PFSAZRE, MMRARIRE 7PFSKFE, NARHEIIXT
IR EPFSRFE, BRI RIEERIDHANR—, BN

s s none: KFPFSFE

e d1: 768(\DHZH

e d2: 1024{;DHZH

e d5: 1536{iZDHZH

HREBERT, PFSEMT R
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7.1.3 iRHE IPSec Z i
[ANEIE-REAES]) VPNEIE>> IPSeciZE>> IPSecR LR

RE<MIN>, EFE "RIERE" A "BERE | BSREER. WimX, AFREE. MinFREEFiRE
MH=ER, _RE<FEE>.

IPSeczz=5RE IPSeciEZHE

IPSecsz4 5iRg
O = FREEEs: PrlEETE. —BEZ4EE, 02552552550, @
B FRESH 192.168.110/24, FPAMFREER 192.168.110.1-192.168.110.254,

B e

EOCTELE 1 SR

EERRIERY HEEEW fa =S F. L Him FREEE Wz e
HEIE
il

gm0 =Fn ES
* EREETR
* RTpeE +
gel g ®

* TGS

* NI FREE +

* FEEER

BiEr—i2E (IKESERE)

ERTIRE (BioERam)
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#F=7-4  IPSec EPIREXIREESEIAE

VPN

28 i5iBH
REZETR R EIPSecZEHRIEHIRTR, 1~281NFRF
PO SIES BEEX R P E
grEEO MWTHIFIRPISEAMEFERNWAND, SHEIERT, HEFERER "B
SoEm s, IR SOE, Az Bayn x g
S———— uﬁi{%ﬂjﬂﬁéﬂ;ﬁu A FRIEE, EIRSEZSSISAILANCIRES, HIPHELEFN TR
SEHfE
I RESFIPIEIERINIRFRGEE, BIZFIRILANCMER, HIPHBIERNFRIEIER
SimF RSB E N
e
FRHE=EEEE KESIPSeclREintBRATIHEEEH
RE EEERZEZ2RE

BREEEXSHAISERSHRRIEESHRE (IEREE (iR—) NEREE (HiERo) ) .

7.1.4 BF IPSec EIEIRE

(AN EE-WEAS] VPNEEE>> IPSeciZE>> IPSeciERIRES
AEZRIRE I EEIPSeclHBEINERRT.

|PSecz=5RE IPSeciEE il

O rrseceis
| IPSeciE Ik

=1 SPI paic] BB R

test 3426131923 in 172.26.30.192<--172.26.1.58 192.168.11.0/24 <-- 192.168.110.0/24

test 3432258270 out 172.26.30.192-->172.26.1.58 192.168.11.0/24 --> 192.168.110.0/24

#F=7-5 IPSec EBRSIERIERE

o RmiER

£22HHN Sk

AHBSHFSEE: -
ESP ESPRSESE: SHA1
ESPIMESR: AES-128

AHBIFSE: —
ESP ESPESIFESE: SHA1
ESPhRgsEsik: AES-128

24 L
#FR IPSeciRS5#8/= FiniIL £ RIKBIR

IPSeciEiEH %L £80Z<5| (Security Parameter Index)

. BT BRI IPseciiRE S

S HYIMAISARITRER, B—MPSeciEZHISPIZAER

7318 IPSeci&EfZRI731R), InFRRATIE, outRRHTIAE

B E Ry IPSeciEERIMIRAIMKIENIE, SFE RS RIBRERIP NIRRT
HuER IPSeciEREIIMIHIIFRGERE, SEMERSAERIP SRR
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24 588

/NS ZAIPSeciRERIERIRE

T2 IPSeciE{ERARNZ 2NN

&% IPSeci&i{ERRIMNEEAFIIERX

7.1.5 BABIFCE Sl

1. AMER
BLRDEFID TN Z BDNENEERIZET, HBEETEBMIFD XX Z A ZIPSechRERIFIHEREERT
M=z,
2. EME
X\;Azl\lze 30.192 /-/'\ 172 zes\l\lmélgsl
Device A @ — ( Internet) - @ Device B
LAN:192.168.11.0/24 LAN:192.168.110.0/24

Headquarters Branch

I mmj| -

3. EBEER

o (EEERM*EDevice A_LEFIIPSeciRS% S8,
® TEHZMXDevice B_LEHIPSecEFiR,

4. EBETE
(1) BEEREBMX
a BRWebMET, =t VPNEIE>> IPSeciRE>> IPSeckLHMg, HAIPSeckeFMRISBRME.
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Ruijie | iRcycc AHETREG210G -

IPSecgz5ERs IPSeciErEifE

@ =xem
IPSecs 2288
© msmm - O = FeEEET: PEEBER. SRS, 02552552550, @)
R WREEH 192.168.110.x/24, BBAMFREERER 192.168.110.1-192.168.110.254.
Ml aEE
| ez =
@ vPNEE
SATES 1 RE0E.
IPSeci2&
- s ERE SRR FwFmEE ST R s e
PPTP ERE
meeE
=t
@, s
T zpEm

b RE<HIN>, EERREEY "RSBR" | MARBER, EBEPEROFRESHFEEIIPSeci
IEJRIRIERLAR FRAL =R,
IRRFSZMEEMEGIREXE, BB —FIMR_INRERIFIOARIR; FIEM HIREXE,
SERIS—EEDAL

3l .

ZFEZETWAND, EEEFENFERWANOERSEA, T8
0 "FHDER" @EANAME, FURENE—TWANCEA,

EEEEE EFE 0 EsSiE

* EEEETR test

grEEll =53 @

* FHETREE 192.168.11.0/24

+ Tt ‘ uijie

7= @

MEE—28 (IKESES)
N&aTEs (ErsEEs)
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(2) EEEDZMK
a BEFREWebMERE, HAIPSeckeFEIKIRERMA.

b REHMII>, EERIREES "BEFR" , WMARBER, XRMX (BEEBR9ING Otttk
B) . AL REL RIS wAIERLERER, LR SEEMERNTHEZMHA. BEEAMER—MR—NS
SRS IR,

il

FEEEA @ =FE BESS R

* EEESR test]

iR 172.26.30.192 +

ghEiEll | WAN @

* FHFREERE 192.168.110.0/24

* MiETRGEE 192.168.11.0/24 +

* st | ruijie]

= @D

BiER—ias (IKEERE)
e —igE (BrsEsE)

5. WERISIE

(1) BREZPPOZMFENIWebTIE, HdVPNEIE>> IPSeci@E>> IPSeciE iR, ALAERIXMFIRE5 DR
BYIPSeciEEIRS
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IPSecz25Es IPSecEiERE

O 1Psecsmine @
| pseczis Py
& SPI A BEER SRR RS FHWHY =173
AHSSUFESE: --
test1 3352668784 in 172.26.1.58<--172.26.30.192 192.168.110.0/24 <-- 192.168.11.0/24 = ESP ESP3SiESEE: SHA1

ESPHIEES%: AES-128

AHEFSE: -
testl 3485271692 out 172.26.1.58-->172.26.30.192 192.168.110.0/24 --> 192.168.11.0/24 = ESP ESPESIFSL: SHA1

ESPIREsEsE: AES-128

2) FEEEARIRE T EPINgl, SHEPingBLUR EEEESIE.
7.1.6 IPSec VPN iEERMAIBRRG R
(1) (EAPing@SRNIZ % SRS S DAGEENY, $M9.9.3 . MBFAPIngE, EREMEIEELE,

Check whether the branches’ EG can ping to HQ EG. If it can’t, please check the network connection
between two EGs.

Click Diagnostics->Network Tools, then you can start the ping operation.i£l9.9.3 .
(2) HEIAIPSeclRSSin 5= FinAIE EREIEHR.

mii VPNEIE>> IPSeciRE>> IPSecR2RIE, HWIARMIKEIRELENZT SR,

| sz

BCFRE 1 =EE.

RN e T F I FREE Pl FEE S iRfE
EEn test 0.0.00 192.168.11.0/24 0.0.0.0/0 FEQ feR Mg
SRAETIE

BACTREE 1 SE0E.

i RS FlE R Al PG E Fili T PiTEE s BE

aEFE test1 172.26.30.192 192.168.110.0/24 192.168.11.0/24 HE G = BEs

3) FHARRSSERIHIRBAILAIPREALRMIP, MNRFAANIP, FEAEHOMXIRZE LIREDMZE R CIBRET

(IPSec VPN{EFIUDPI®[1500%14500) , FHEMRSERIRFIZFImIZE "AtIDRE" 3 "NAME"
Check whether the WAN IP of your HQ EG is public IP. If it isn’t, you need to configure DMZ or port

mapping (IPsec VPN port are UDP 500 and 4500) on your external device and configure Local ID Type as
NAME on HQ and Branches.
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7.2

7.2.1

7.2.2

IKESERS 1

IKES:EE 2

IKES=EE 3

IKEZERS 4

IKEZEES 5

HrEEs

shal-3des-dh1l

shal-des-dh1

shal-3des-dh2

md5-des-dh1

mcl5-3des-dh2

O =iEt FFEEL

EHEIDER

* F4ID

TTisIDeER

* FEID

Pk @ NAME

HQ

IPite @ NAME

Branch

* AR

DPDHERITTE

86400

[- W= =R

%8 L2TP VPN

IhgEfRITT

L2TP (Layer Two Tunneling Protocol, S5—/ZRKEMNY) 2—MEMENY, BERTEMTREM.

IKESEES 1 shal-3des-dh1
IKEZEE 2 shal-des-dhi
IKESRES 3 shal-3des-dh2
IKESEHE 4 md5-des-dh1
IKESEEE 5 md5-3des-dh2
hEEl @ EEX FHEEN
ZiIDEEE Pk © NAME
*ZFHEID | Branch
ThimID2EE 12515114 O NAME
*FEHID | HQ
*EfFRIE | 86400
DPDERFE © =8 wEA

VPN

L2TPihiY BEANMRINZE ST SEMIGOENITIRE, (B LARRSGEESER, NMSIEURNNEER. L2TPH)
W SIPsectiMyEELER, B2 TPESEIR X ERIPSecEsE, BITL2TPCH A ISIFRNEtEES, I
IPSeciRIEBENREM,
L2TP VPNEERI LA T WSS SRR eE, I THERTRANGES. SRS FEEL2TP

AR5 ERE = i,

188 L2TP 5358
1. L2TP [RBizEAREE

(A EE-TEES] VPNEE>> L2TP>> L2TPIRE

RIEFFRFFEL2TPINEE, EEL2TPRES "IRSBER" | REL2TPIRSHIERSH, RE<RE>.
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L2TPRE BEEEII=

O e
s=re @D
L2TPE @ ESEE =y
* A fisiEn
* Hi | PIEE
* DNSHBSSE
BEAME @ A 2
IPSechi® @ A= pilises

* PPPEsRESEIPRTEIEIR | 10

VPN

#*®7-6  L2TP IRSSiRBCE(SRfEiRE

24

1588

AithpEEht

VPNBSERIBRSS 2R A MEIAIP, EFIRIAAZ S LB IZ b5 A) AR5 25

HhbbIPEE

L2TPRRS3 RRFAskEAZ F iy Bl PHEUEATHEALth

DNSARSS 22

L2TPARSSERHEELA 2 FimAIDNSthilE

BRETAIE

RERGEAL2TPREEINIEINE, EEABENIFEREBENIZSR. REER
T, FEREEIAL.

BEAEERIBEEFRARE. REE—mERTHREAE, NWRBERtEA
THENE, RinZiRTe—SEAATHERT, BEZEEY; BURNHEEM
W EERE, EMmERRAREINE, NBEE A TRINEER,
PCIEAZFIRIKSEANRSHBMRENART, ENAESAL2TPIRSHRIRAIRE
INIETDRE.

IPSecin®

EENRERTING., &N, WERIPSeckIL2TPRXENNZ, JIL2TP over IPSec

ELUFIREEEHIPSeck 2RI, NASSEXIL2TPHHEHSIPSeciN®; NEHT
EL2TP over IPSec, B xFIPSeck LR

L2TPiR GBI S B FimiYIPSecIBE B AT, IPSeciNZHEXSHIKENIRE
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| L]
L2TP over IPSechRSSi
PPPiEES4EIFETIEEIRE | L2TP VPNIEBZ G, ARIXEPPPHEIEUEF IR AYRTBIEINE, FEINAREFENA
AHh iE

A% it fe A EIPSE B AR 5 X & A F 89 (LAND) HEbuF &,

2. 188 L2TP over IPSec 3%

[AHEE-TEES] VPNEE>> L2TP>> L2TPIRE
ETHL2TPIRSIHREAREIEM E, FEL2TPIRS 2R IGITEIPSecil®:, (RIEEEINZEM., IPSecHItEXNA

BES#E7.1  18EIPSec VPN,

* itk
i
* Hbm| PIEE 1.1.1.2-1.1.1.100 (2]
* DNSEESS%
BENE @ =i =
IPSechn= = Q m=
=i
IKEZERE | shal-3des-dh
HBE | esp-shal-aes128

R

A0 DR

0 s FmiET,
O IPBiF NAME

* PPPESREAEFRTEIEIS

10

#7-7 L2TP over IPSec [RRiFiBSE k%

24 1588
=R I EER BRI EZ R F MRS RIS Fin Z (AR EIAIERYEIE
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24 588

EFIKEMMYERNSEINERE. BFIEEFDiffie-HelmanEiziR, £5IKEMNEAIN
BEMIE—E—HIKERRES, XEIKEMERIINNER Y. RESSEFIEFIHIIKE
REGAI—E
e % (HASH) &i%:

o shal: SHA-1&%

o md5: MD5&5%
o NEEEX:

o des: BBIKENS6LLFAIDESEIE

o 3des: FHKEN168LLIFII3DESE X

o aes-128: BIHKEN128LLIFAIAESEIL

o aes-192: ERKE/I192LLFHIAESEIE

o aes-256: EIHIKEN256ELRFAIAESEIE

e Diffie-HellmanBFxiR:

IKEZRHE

o dh1: 768Lt4EDiffie-HellmanE
o dh2: 1024LE4EDiffie-Hellman4g
o dh5: 1536Lk4EDiffie-HellmanZ8

RHELSIMUFAEIEZNES. FEIPSecRLEBRINEHAE, MinfEAR—MTEETIEE
BRPEERNEIER. RESS[NEFiRIERERREERE—
o Z2tMY: ESP (Encapsulating Security Payload, B3 ZEi%E) il IPSeciE
BRI THIRIRAL. SUR=EBMRIHIRIR S ERIIRE, FHRIE 7 #dRZM
o IMFEL:
o shal: SHA-1 HMACIGIFES %
it o md5: MD5 HMACIGIFE:%
o NEEE:
o des: BEERKENS6LLAFHIDESEA
o 3des: HIHKEH168LURHIBDESEIA
o aes-128: BIRKE/I128LLFHIAESTIE
o aes-192: FRKEN192LLHIAESEE
o aes-256: EIHKEN256LLAFRIAESEIL

ihEtE P AEENAMEEEN. RS [N IRENEE A —EL.

o FRI: ERTHRENAMIPERE. REZERMNREEIENE, RS
HRBHBTRIP, ReEtRS.

o HWMIRIV: XWTHIMNADSLIAS AR, EEXEHAMIPAZEER, BrRIREFENAT
RENERT, WEERAIEEMNATES, B, BFIPAREEN, FEEM
INRESM (ID) 284 "NAME" . HFEE{AMFRSE, TEURIE.

Rl

151



RG-EG R7IIRHIRE Web E1EFAf VPN

24 L

BFESMIAERIDEE, ZRisiy “WimID" WRSREImN “ABID" (R5F—3.
o [PHBHLE: LUPHENHEANBRID, Bah&riAimE{7nID
e NAME: DAENIFZREEABMDID, BaIERANRSDID, IDEES "NAME" BY,

AHBIDSERY FERINRE(FNBDIDRIENFFTER.
LIRSSEEWANLIPAFARItbLERY, FEIREASMIDAEY "NAME" HIEFMRIRE LR
&EDMZ;

SIPHIEAREERS, FIREAMIDIEES "NAME" |, FEXSRMENFREIZH.

AHIIDZERY "NAME” B, {EABHIDRIEN=Z/RE. ZFHA "XHmID" MRSk

ID
e Fiml "AID” FRIF—EL

3. iB8E L2TP A
[AEE-TEES] VPNEE>> KEEE
L2TPIRSS B8R AFVPNEFEEFIERHERINERKSIEAN, AEFEERTEFIHEANAFIKS.

RE<RNI>, EERSZREAL2TPEALL (ALLRMZIKSHRTAARENVPNIRERY) , MARENAR
BREELAR S im FRSEE, REANMER, RE<HEE>.

O venmrem @

| VPNEREIE7E + 3% =T o3

BASTIELE 100 REEE.
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MoERTIDRSEEMNLTRERS, GiniEoERERRS 3 —HER.

156



RG-EG RFIIEHIZE Web EIEFAf VPN

2. ‘AmE
PC
Headquarters Branch

WAN WAN

ﬁ — 172.26.30.192 172.26.1.58 .

E ( Internet) m
Device A Device B

192.168.11.0/24 192.168.12.0/24

3. BEER
o FCEREBMKDevice AISFAL2TPIRSS 5.
o FEDEMKDevice BIEFL2TPE i,
o HTHERTPCLIZEL2TPE i,
4. EEEIRE
(1) ECERERMK

O w9

BB A 3089 N R BB P R, SN AL AT E T RAF.

a BEFEWebMEE, & VPNEE>> L2TP>>L2TPIRE, HAL2TPIZERE.

Ruijie | iRcycc FHEIR(EG210G

= EEEE
LTPEE REESAE
& =x=m
O s ®@

© =sem
A FaEE ==7= @D
B2 vPNEIE L2TP%3 @ B =P

IPSecig=

*AMBHENIE 20001
L2Tp
* itk PSER 20.0.0.2-20.0.0.100 @

PPTP

HEEE “DNSESE  144.144.144.144

=Hem
=F BEAE O 9 FE
@ s

PSechz @ T o @
= mmEm
* PPPESERMEIFETEIANE 10
CHEHD

157



RG-EG ZRFIIREIRE Web EEFA

b REFXFFFEL2TP, EFL2TPERAMRSES, MARREEIE, HItPTEE. DNSIRSSESthLFF
ERAFEIPSecNEFIFEIANE, RE<REF>THREHEE.

==z72 @D
L2TP=E © RS =P
* i E 20.0.0.1
*HbGIPEE  20.1.1.1-20.1.1.200 @
* DNSEESE32 114114114114
BEME @ X3 FE
IPSechn= A O =
* A=A 123456
IKEZH#E  shal-3des-dhl
HMEE esp-shal-aes128
e @ &R FraieTl
FHEIDEE @ PRl NAME
* PPPySRREIARIAIAIE 10

Fz7-11 L2TP REinkiiEEEEAR

S8 izt
AHEpRE I BEE— N ERMRMERRIIPHELE, PCIRAZ ERLABITiZEESIRSS 28
kit PSEE EEIEAMMERRYIPHIIBTERE, BT AEFino El Pt
DNSHRSS 25 ES—/NA FHIIDNSIRSS e& ik
ovas | 5 FIAXRIBEEINEDIRE, FER, EFIHIRSSEFEZHE—EgexdE, ARE
BEIETAIE A
X7
REEEEITIPSecMYIIL2TPRFENNZ, EINEFINZLMRIEESIEL M
IPSechnz; EHAIREEERIPSecZ 2R, NASHEFEXIL2TPIFEHSIPSecil®:,; NEHT
FEL2TP over IPSec, 1B5cXiFIPSeckeHRIE
FHEZA BEERTFIPSecAIENZ$E, EFinEiREERNTRHEZHEAREMINEN

158

VPN




RG-EG RFIIEHIZE Web EIEFAf VPN

24 L

IKESREE, WEHRsS.
PtEl. ANHBIDRE

T IR R RIFROARDET

PPPItER4EFRIIBIEING | FASATRIRFEEOARD AT

¢ i VPNEE>> KSEE, H3RIMtHER TS ERHESERRNL2TPRFIKS.,
HERTHAFPKS: AMENEE "BRNEHE" .
DEHRIAFKS: AWMENER "BHSINNEHSE" | MNinFREEEIREND XMKAIAMMER, B
192.168.12.0/24,
A x%
R4 % ke 67 R R B R A
IR
il =2) =
BEEE L2TP
EBE=m L21P
*FAPE | branch
*EPE PC
* =g (&)
==l @

ERET | BHENESSE

AME | EEAREERS
*RWTRIEE | 192.168.12.0/24

s @

RAPR& &9 BRsS%R PR FimFREE s e
test test ALL RN IBHEE - =R =M e
branch branch L2TP fiszlasl=RRetasi 192.168.12.0/24 =] & kR
PC PC L2TP ESftE N BB EhaE - =A =2 e

(2) EEDZMX
a ERWebMEF, HAL2TPIREFRE.

b REFFRFFEL2TP, EEL2TPENE iR, BARSIHRENBARIER. RS, JimR
RIERFIR EFIARSS 2RAEREIAYIPSeciNZS 4], RE<RF>THESHEE.

159



RG-EG RFIBEHIRE Web EEEFAf
=z=7= @D
IPSechn= rE Q=
L2TP2esy EEE O =Fik
* HEEE 123456
FF#&  branch
IKEZERE shal-3des-dh1
FEEE | eassed] | &
HE esp-shal-aes!28
gl | WAN

mEtEs, @ =& FEE
THIBEIP @ ZhE s THRIDNE @ P NAME
* BRSSEEthiE 172.26.30.192 TeiEst NAT © BH
* Nt 192.168.11.0/24 * PPPEsRE S ETElElR 10 B

BEME @ >H

F7-12 L2TP BRIkt BEEEmiAE

B i308

RS AIES SRS SRR BRI

O P S S TR WAND]

RHEREIP YRR OREEN, AR, A— MBS S S ERROIPHEL
TRssesitht FSIRSEMNNO (WAND) M55k, ED172.26.30.192

ST SRS SRR (LANCIEOIPHEASER) | BD192.168.11.0/24
BT SRR, A%

IPSechiE: SIREERRERS—5, ABRNFS

it SRS BNTILSES, SRESEERE—
g;i%;;%i; SESERRBRE—H, MR WSREEN0 AHIDEE HE
Tt R AEEEHS AT, RSB "B

PPPYSTAIPRTIAIENG | L2TP VPNIBEZ IS, Ri%PPPYSTasP RS O IR, (RRERARTET

3) REHERTIPC

O wn

o fdiZ R IPCLEBEL2TPE /3%, T LrA3A Window 10 % 489PCH 71,

160

VPN




RG-EG RFIIEHIZE Web EIEFAf VPN

e Windows XP (fi#XP) % ZA=Windows 7/Windows 10 (& A#&Win7/10) Z 43tL2TP VPN 3 8k & #
AR : XP&A Yt 248 FL2TP VPN, & 2485 EMEA; WIin7/10 2 L ZA L HL2TP, %
B EIEM AN

e Win7/Win10 % %iAoXP % % X HL2TPIE A IE A%, E IR 5 5 552 4 ] 16 18 I
o FZFHIRELIAIPSectm FHL2TPIA A, R X #L2TP over IPSec.

a BEEHEIEEB>>[MEFInternet]>>[VPN], #HAVPNIZERH.

B’E - m] X
@ =@ VPN
B 2| vPN
F94&#] Internet SEhn VPN ik
+

B ws

(=S8 ean
= LAN

AYEBHERE BOREHT VPN &
o ms @ »

FOARBBESIT VPN S
°® VPN

@
G suEEmg

LEES =T

2 ERERSAER

b M “FINVPNERE" | EEVPNIZHES AWindows, ESIEEEFRFRSESAIMEIIEREIRE, REfR
ZRDA],

R0 VPN &R

VPN 2

EEESER
RS ESfragiiE

172.26.30.192

VPN 281

FFE(EE)

161



RG-EG R7IIRHIRE Web E1EFAf VPN

c BENMSERE, AESFH0ENVPNERE "L2TP_PC_TEST" , &&EM.
© pEmsE
4 @ > FHEE - RESSERT - MEsE
THE SEE0 =ZEN =8N I8

g v
I: L2TP PC TEST L". VirtualBox Host-Only Network
- ’—M EEiEE - a..v*‘j{p_ EEA
&7 WAN Miniport (L2TP) W= \firtualBox Host-Only Ethernet ...
l: VirtualBox Host-Only Network L". VirtualBox Host-Only Network
- - #3 S— #4
@ Bz & BEH

d 7ERHNEMIEETR, HE "L &, T "VPNEE(T) kR "ERIPsectVSE2EMKENY
(L2TP/IPsec)” , 7£ "#URINZR(D)" kiR ANk (REMEHALUER) " .
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7.2.6 L2TP VPN &Sk MBRRG =

(1) EAPingirtNEFinSIRGSEECERNEENE, FH9.93 . WRTEPIngE, BREMEBERFRE.,
Check whether the branches’ EG can ping to HQ EG. If it can’t, please check the network connection
between two EGs.

Click Diagnostics->Network Tools, then you can start the ping operation.i£ll9.9.3 ,

(2) MEEFIRFERNAFPENEBEESESRSIHAMIENIKFITE., Check whether the username and
password on HQ VPN client settings are right or not.

(3) HIARSSHRRLENHEOIPEEALKIP, MNRAANKWIP, FEEHOMXKIRE LIREDMZ, Check
whether the WAN IP of your HQ EG is the public IP. If it isn’t, you need to configure DMZ on your external
device.

7.3 1&E PPTP VPN

7.3.1 INEEETT

PPTP (Point-to-Point Tunneling Protocol, maxJsB&iEiy) E—F7EPPP (Point-to-Point Protocol, Xt
) RUEM EFRAERILEINY, ERITEWEERAA "BE" LMK L RE G MNLE, PPTP
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IREPPPIYSRECI NI B BIFE LM INEE, BETIBEIPAP (Password Authentication Protocol, Z5#5
IANEEMY) . CHAP (Challenge Handshake Authentication Protocol, HEEKEFIAIENNY) . MS-CHAPviN2
(Microsoft Challenge Handshake Authentication Protocol, RERHEEIETFIAIEIMY) BEAP-TLS (Extensible
Authentication Protocol-Transport Layer Security, B[# BIAIEMY-EMEZ2N) KHITBMIGUE; XaTLL
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b REFFRFFEPPTP, IEEPPTPRAVAMRSSER, MARMBRENEIE, bl PSEE.

EERERITEMPPENE, RE<(RF>TMSHEE.
PPTPRE  [BERESSIFE

O rriris=

==7= @D

PPTP=E © MESE =%

* FHbRHENIE 10.1.1.1

VPN

DNSHRSS it

*HEHEHIPTEE | 10.1.1.2-10.1.1.254 @
* DNSERSSEE 114114114114
MPPEIDZ @ =H S
* PPPaEEESEPETEIEIE 10 1
#+=7-17 PPTP RSBiREEERMiAE
SH i58E
RbpFEhiE EE—NMNERMMNERRYIPHELE, PCIRAZ/ERILUBITIZH I aiRSS 28
HHEHIPSEE ESIERMMERAYIPHEILBBRE, AFEEFimso ol Pttt
DNSARSS28 EE—/ A FIIDNSRSS 88t

EARERAMPPEAPPTPRSENE, F5EFiRECE—E
MPPENZ;

BRMPPENES, ReMRFHEFREMRES T, EAEKREEHR, IRHEXHE

PPPItER4EFRTIBIEING | AR RIRFEEOARD AT

¢ i VPNEE>> KSEE, S3RMMtHER TMoERLEEEPPTPAEFIKS,

HERTAFKS: AMENEE "BRRN\EHEE"

SERTAFKS: EARRIIEE "BESIIEERE" | e FREEIRE NS SIMRAIRRIRER
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VPN

A x%
=g

TR G & 3 An % PRt MR M BN AEE &

IRINER
A0
BBSE | PPTP
*FFE{ | pptp@branch BemseR | PPTP
= R & *AFPE | pptp@pc
ERIST. | FRMEERIREhE TEE e ©
*THRTRERE | 192.168.12.0/24) HRET | R AR
VPNAFEEIE + i [ 2R
SRS 100 £50E.
s =B TRs5 T RS FAFREE #E e
test test ALL SRR N FRERE - =B @ kR
pptp@branch branch PPTP IEEORENT ISR 192.168.12.0/24 BRA e R
ppip@pc 123456 PPTP R ABEE - =M e

(2) BCEDIMRK
a ERWebMEF, HAPPTPIRENRE.

b REFFRFFEPPTP, IEEPPTPREAE iR, MARSIHRENAFASIIERD. RSEIL. RN
RIERFH IR BFIARSSESHERIAYIPSeciNZ S, Rt<RP>THRESHEE.
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z=72 @D

PPTP=£E ks 0O =FR

*FFP&  pptp@branch

HheEll WAN
FiEHEIP @ S B
* BssEEiE | 172.26.30.192
*YfEFR | 192.168.11.0/24
MPPEfIZ= © i F=
ToeiEst NAT © EfH

* PPPEsREsEFETEIEIE | 10

#=7-18 PPTP BRIt HSBiRE

24 1588

FRF&MES BEIRSRFMR BRI R R

HpErEr EFim SRS R REERIWAND]

AithpEEIP S TEREED ., BANIEERFSIIE, MA— MRSt B E RATIPitbit
AR5 ERtbilL EEARSSEEAISNNE (WAND) btk

b Y ESRSH/HAIRMER (LANCAIPHEIESEE)

MPPENZ SRS HRIREERF

TiRt&sC MREEHFENLADATNIAM, NIREH "HKH"

PPPIsER4EFRIIEIEING | PPTP VPNIEEBZ/G, ARIEPPPHESUEFIIIRSCHIRIAIARR. (RIFEIARIA]

(3) wWEHERTPC
O wn
o i Z R IPCLEEPPTPE /3%, T X434 Window 10 % 4 49PCA 1),
e PCI K3EE 4051723 (PPTP) #247 (GRE) .
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a mEIREP>>[MEFInternet]>>[VPN], HAVPNIZETNH,

BE

@ &

| =HAE

Re]

F4&#0 Internet

B ws

° VPN

& rm

VPN

VPN

A0 VPN i
e

RIS

SPETIERB BRI VPN ik
@ =

SRR VPN i

@

BXigE

EEREER

m}

X

VPN

b & "RIIVPNER" | EEVPNREEIWindows, VPNZEELN "RISBREMY(PPTP)" BE&EE
BIRFIIRSS SRR E R, [RERFRDE.,

c BEEMNKERE, ARLTOENVPNERE "PPTP_TEST , BEEM.

#R00 VPN iz

VPN 2=

EEREETIR

PPTP_TEST

BEsSEEtragiaht

172.26.30.192

VPN 3551

FPEFEZ
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B msmsE
A ZEEERE - FEEIERE o MEEE
ZHE HEE ZEV =SSN IED

HiO w
= | L2TP_PC_TEST 5 PPTP TEST K
:.'h" EEEE — :'—m CETEE -
&7 WAN Miniport (L2TP) &7 WAN Miniport (PPTP)
- VirtualBox Host-Only Network ™ VirtualBox Host-Only Netwark m

d FERHAIBEMXEES, EF "Re" RE.
SNRPPTPIRSSEERERAMPPEINE, "#UENNE" SILUKE "SNEINE" 8 "FRirnE” . R
LAEFBPAP, CHAP, MS-CHAP v2i{TBDIGIE, WNTRAE.

WNRPPTPARSSERRIEA TMPPEINE, "#UENNZE" TJLULE "RENE" =5FE "SARENNE" |
AT SHIIERBEEFAMS-CHAP v2iiY, dITFAE.

3 PPTP TEST IBtE X

3 ppTP TEST EiE x
A EW =2 Em AF =4 EW =2 ms S
VPN ZHD): VPN SE(T);
ATIBEEA(PPTP) v SXISREEHAY(PPTP) v
SRAHES) S
BEENE(D): SEEMED):
| mEmEEEE TS v EENEIRES R AT v
SHBT SHBE
O SRy ENSHETNIEAR E) O EET BN S PR EARE)
EER EER
® SFEREENE) ® SpFERREEILE)
H B ER AR (] SR PAR W)
M — R
Microsoft CHAP Version 2 (MS-CHAP v2) Microsoft CHAP Version 2 (MS-CHAP v2)
(] SEEmEA Windows BREFHMZEIME, ME [ SERERE Windows SRERAEHEUEL, 0
_h 2@

O w9
HAE R ZFHEAPF I IiE X, Windows & L& 7 35 1~ it 4 LEAP A8 X F W Bl R, & 0¥ 5 2 VPN:E
Fe Sl

e PCIENERIRANE, BFEMLAL TR ERIEE N TIRE:
1) HEEFIRPCELUEERSDIRINEEVPNIS RN ERAIEEE.
2) FERMFEMVPNERBUHREAE HREME EERRARXK" |, HVPNERRINE, ZFmPC
ERRINGRREIERESEVPNERE. BAEELS RN NEM:
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S PPTP_TEST BiE

HEEERTFImE )

A Internet BMSAE 6 (TCP/IPvE)
| . Internet HHUARE 4 (TCP/IPv4)
= Microsoft WEATHHTEINIES
3 Microsoft FIEESE

FE(N)... ()

=

BATErRrrEE NS LR,

fEEFERE Internet HHY. ZMUEERARIr SRS,

Internet #HMHEZ 4 (TCR/IPvd) [BiE

=4

WMSERETSIIIEE, oSSR P RS, T, FEEN

MERHBERTREESN P 28,

O ERTTEAY 1P HaHb(S):

1Ptk

L]

(@ EREHE DNS [REEEiEHE)
(O ERTER DNS FREEHIHE):

Bt ONS [BESERE:

E=H DNG IBSRRA:

| =R TCR/IP EE

IPEE DNS  WINS

FEISERN e R RSN E L.

ERETEA SR

SREFESA)
B SEIN):

, EEPPTP VPNIERE, mE<iEz>. EHEPRARSIHIRENAFSNES, HTEE.

IEERERNATFEMESER MR SRS L. RS, F8E
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ogo L2TP_PC_TEST

ogo PPTP_TEST

VPN

Windows Z=&Hu

=

| pptp@pc

¥z

5. WRIGE

(1) FTRRSHFMEFRINREZE, FH19HEAr TR ERS RnT10 XX EFinE a2 PPTPRHERTERE

SR, FRER.

PPTPIRE BIEESFI=

O mpec=s=
ArS ST/ BB ERAEIIP EAESIP FAERIP
Pptp@pe L ppp! 10411 172.26.1.58 10.1.1.3
pptp@branch E=im ppp0 10.1.1.1 172.26.1.58 10.1.1.2
VAN~
PX:
PPTPEE  EEEAE
O macsn=
ArE SR/ B BB EREIIP AP FIskERIP
pptp@branch =P pptp 10.1.1.2 172.26.30.192 10.1.1.1

(2) TEREBEE D ZPingXImAIARRIIMIE, BEIERERE. HERTPCHO IR TPCERILALASERIRSS =8,

177

DNS

114114114114

114114114114

DNS

114.114.114.114

®

[T HEEME

ERE

e

TBs:

@

1] LR

BE
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7.3.6

7.4

7.4.1

Administratorsping 192, 168, 11.1

PPTP VPN SR MHIRERS =

(1) IPhonefIEMBIOSIREAIEZPPTP, 1&EML2TP VPN{XE, IPhone and other IOS devices don’t support
PPTP. Please change to use L2TP instead.

(2) {EAPingarSEMEFIRSIRS AR ARIERENE, F#19.9.3 . WRTEPIngE, BHREMSERIRE.

Check whether the branches’ EG can ping to HQ EG. If it can’t, please check the network connection
between two EGs.

Click Diagnostics->Network Tools, then you can start the ping operation.i¥l9.9.3 .

Q) BB InFERANAFEMNEEES SRS IRFTZERIMKFILE. Check whether the username and
password on HQ VPN client settings are right or not.

(4) HHARSSRIMRBHOIPERALRKIP, IIRFANKIP, FEAELHAMXIRE LIREDMZ, Check
whether the WAN IP of your HQ EG is the public IP. If it isn’t, you need to configure DMZ on your external
device.

OpenVPN

A EE
® RG-EG105GH X # A%tk
o AP ILIRELE, PIFRRETETREFAMBALIES, L1

INgEmET
1. OpenVPN i

W ZEHNANATEARTREUHENATERE, FTEEUEABEEER. OpenVPNE—FHETENR
LU —=ERHERIVPN, OpenVPNIZFRIERIEFIRRINOTN, XFRER. BRRNER, AFAFTLIEd
PaKiEZERRIVPNRIEIIZO, HEEMVPNIEEEBZA., OpenVPNEEfELInUX, xBSD, Mac OS X5
Windows2000/XP_LizfT, AREFSPC. REFERRFFH. WHESFMInuEREFEZVPNERE, sERE™
H_EXZ#00penVPNF=RRIR .

OpenVPNEZREBITAS HAVCIRIRSS RS, FFEREBENATIEMNEHRIF T(E. IRSBIREEHBAZ in "HHX"
HUMKECEESAIINEE, XEEREME: Pl KHEIRE. DNSEESE,

2. EBNE
OpenVPNEZMHRETEBNZEM, MOpenVPNLZEMUBAFFEBIISH.

ZFimiEpAcacrt, cakey, clientcrt, clientkey, fRS2SimiEFHca.crt, cakey, server.crt, server.key,
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7.4.2 i&H OpenVPN BR3iH
[(ANEE-TTEAS] VPN>> OpenVPN
1. BEFXfRE

riEEnableFF/F50penVPN, j%#%0penVPN Typey “Server” |, FEERSH G RE<Save>, THEARET,
AILAETuNnel List({HESIR) EEIRSSEHEER.

© openven

Fnable ()

OpenVPN Type @ Server Client
Server Mode Account
Protocol uDP

* Server Address 172.26.31.51

*Port ID 1194 1-65535
*IPRange  10.80.12.0/24 @
Deliver Route | 192.168.11.0 255.255.255.0 9+
Expand

Client Config Export

Server Log Export

Save

#+#7-19 OpenVPN [RBiHEFEEEBRIAR
o i L):]

&ETAccount (KEZEE) . Certificate (IFH) FAccount &

Certificate (WSEHEGHIES) =MIAIERT

o KSEEEN: BEFinmEZm N\ RN SZRFCAIEREIRIXI#IS
#BiRSSeE, mELREE,

o IFPHELN: EFIHEEIEHNCALESR. ZFIRIERIFASBRIR R
BiRSSER,

o WSEBHEBAMMER: FEWSERL. CAILEH. ZEFumEHFIFA
iH, ERREMERENTE.

Server Mode(JR&5881&=t)
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5 -1
OpenVPNETERSESEREF—NEa—HIPI%O, EFBUDPEXTCPINYE
iﬂo
Protocol({#}) BRAJIUDP, EFE(HEFIUDPIIIET., EMERIMYATR, EETE2MN

ERE BRI, INEEERNERCREMIBN T, BEETCP
T EARED.

Server Address(IR53281t1iE)

BT EFmIERIRS AL, SHRRENES

Port ID(i%S)

OpenVPNRRSSHZEARIHO. IANA (Internet Assigned Numbers
Authority) 1EE450penVPNIIESim/91194, Him A GRS EEZM
MEHER, NRSHRASRRENRASERIWNET, FEE RO

=

o

IP Range(it31E5E )

OpenVPNIHBHEBIIER, it e e il S ELAIRSS 8 ERA, ERdtbht
DELAZ A, WSS HHIEEE10.80.12.0/24, MIRSELIHVPNELIT
114910.80.12.1

Deliver Route( F&E&H)

B FumininliRSSaE A W W ERAY R E2E VPNIR SHIZER, ESLIEFimihla)
IRSBERAN, WRBTIZIRERSNEZFIRISHER. REUEEIRIRA

Client Config(ZFimEcE)

Rifi<Export>SH 5iZiRGeIENE RS HE Etar £ B8, BEE
FATFi&EOpenVPNE Fiiy
WEZOER, T ERS R SBECE X fclient.ovpn, CAiFF(ca.crt), CAFATH
(ca.key);

ERETIEFHIAL, NEEE8SEE M Hclient.ovpn, CAIEH(ca.crt),
CAFA$H(ca.key), EFImIET (client.cart)f1% FinfAiH(client.key;
EFBETLSIANENRE (WEHRES) , REAXHIN, FEREEREETLS
SPIIEESA (tls.key)

RE<Export>SHRFIHATERY, BERSIHEMIIE, Pk

Server Log(RSZEEAE)
B SA%E
A iE

IPRange " it 5% & A F 69 A M (LANv) ME#-AT &,

OpenVPN Tunnel List

o Tunnel List

Username

openvpn

2. BEEE

Server/Client Status Real IP Address Virtual IP Address

Server OK 172.26.30.192 10.80.12.1

mET R (Expand) EIHTLATEREE, EREHRBRATRSIHIA
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Collapse
TLS Authentication e

Allow Data Compression Yesg (7]

Route All Traffic over VPN No e

Cipher = AES-128-CBC e

Deliver DNS © +
Auth

#7-20 OpenVPN [RSSinaAhitSEEMmiAER

24

1588

TLS Authentication(TLS#:38)

TLSESAE T B ERWN S ETLSIEF Z sl G =288 0penVPN
Zett, BRTLSEBMHRKILEE, EFIRVMSATLSEH, (Jimad
OpenVPNZE PRI AL IET2.40)

Allow Data Compression (i
BESR)

HFERE, EENSETBELZOREESE, FEET &R, BRSGH
—ERICPURIR., EXREFInSIRSH[ANZEE—, BUEELERI

Route All Traffic over VPN(REZE
EBEVPN)

HFERE, RESEEEVPNISHEEE, BIECEVPNIEIARKE

Cipher(#EINE50)

FEERRIXIEIERATING, AILMRIEEERETES, RIEAEaERE,
SR TERIE.
MRARSSRECENAUtORT, EFIRAILBREEREIENERE,

NRARSSHECE 7 EARINZEEEY, N ine /R EtERAEEN
B, BUFTEERRTD

Deliver DNS

RS BEHEXAZ FIRAIDNSHENE, BRIASHFEWindow RETHIZ FinitE
1*.

Auth

IRSREMIRERL, BENE K. BAJISHAT

3. i&= OpenVPN AR

(AEE-TEAS] VPNEE>> KSEHE
OpenVPNRRSS 2 R7IFVPNRFEIEFIRGEMINBRKSHN, BEFaiERTEFIRENIRFK

=
Do

RE<Add>, JEFEIRSSRELIOpenVpn, MINIRERNRAFEMERRE<HEE>. StatusHr2aEREIKS.
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© ven Clients

| VPN Client List

Upto 100 entries can be added.

Username Password Service Type Network Mode Peer Subnet
test test ALL PC to Router
pptp@branch branch PPTP Router to Router 192.168.12.0/24
Add User .
Service Type ‘ OpenVpn ‘
* Username ‘ ‘
Please enter a username.
* Password (G

status @D

Cancel

7.4.3 igHE OpenVPN ERif
[AHEE-TERS] VPN>> OpenVPN

BRI ARG SR OpenVPNEZ iR Bz

Status

Enable

Enable

VPN

®

il Delete Selected

Action

Edit Delete

Edit Delete

: —FpEWeb Settings, BIMREES, —RATIHEIFECIRE
AOBRSSES; B—Fp/uimport Config, BIFMENEEXHAISGTN, ATIHERURRENRSSE, SPRECEXE
client.ovpnE] EIZAXIIZAIOPenVPNIRSZ IR ESH.
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€ openven

Enable @D

OpenVPN Type Server © Client

Client Config @ Import Config Web Settings

Server Mode Static Key

1. Import Config

miEnableFF/E0penVPNINEE, 1%#E0penVPN TypegClient, FFifkiZClient Config/s=,MImport Config, iRE&
FiRSES R XSG Rth<Browse>SAE iR BN, mih<Save>FEE43.

OpenVPN Tunnel List

€ ovenven

Enable ()

OpenVPN Type Server © Client

Client Config @ Import Config Web Settings

Server Mode Account

* Username [ 2]
* Password [ 2]
Client Config Browse It already exists.

1
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%7-21 OpenVPN Zif Import Config FXEtH (=S HEiAE

24 1588

BETEAccount (WWEZFE) . Certificate (IFF) . Account &

Certificate (WSZE+IER) FPre-Shared Key (BFSHZZEH) FOFIA

IFES

o KEFIHHEL: EFinEEMAERIKSELIMCAILER, HhCAIE
PEERRTEFIRIEX S

o IFPELN: EPIREEMALERNCALR. ZFIRIERIFAR, W

S Mod £
erver Mode(fR55E51E) B R
o KEFLHERANIER: ZRRESMAIERIIKSZFS,. CAIE
B, ZPEIEBIRAR, EHPCAFREE. EPimEBFIfAERGRT
= Fimbc s34
o BSHEZPERN: BT LEEPIRRENXEIN, KFE LERSE
EHEH
Username & Password MNIRSESIRE BRI PR TIER
Client Config mih<Browse>, EEUMNIRSESHSHNE iR E ST &
Pre-Shared Key mih<Browse>, GBS SEHAHE T EE

NEFSHEREE TEER S
Workmode NAT: {NAFEFimih aiRESEEMEE, AAFIRS SN IAE Fink4g
Router: FiFIRSSESHINE FimRIL

Client Log Ri<Export>, SHEFIRIIAEXH

2. Web Settings

mEEnableFFfE0penVPNIfEE, 1%#E0penVPN TypegClient, FHikiEClient Config/s T, AWeb Settings, &&
¥¥Device Mode, Server ModeZ£S S St <Save>FBt B £,

(1) EFEE
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OpenVPN Tunnel List

€ openven

Enable ()

OpenVPN Type Server © Client

Client Config Impart Config © Web Settings

Device Mode TUN

Server Mode Account

* Username (2]

* Password [ 2]

Protocol upp

* Server Address

* Server Port ID 1194 1-65535

Expand

77-22 OpenVPN ERif Web Setting A EE B (S IAE

24 i8R

EGIREEABEFInIFRENTUNSTAPIRL, 2Bt EEMIRSHE L
EGIREIFAIRSSS/CHFTUNIR

Device Mode(i&&1&5t)

HFAccount (MKSZ3R8) . Certificate (MEFH) FlAccount & Certificate
(KEEBHER) =FAEER

o WKSEBEN: BEFnBEEMAERNKSEETISACAIERIH
o IFPFERN: BEFRRBESALEMHNCAILETS. ZFmIEBMFAANG

o IKSEMHERHAMIEN: EFIGFEHNERIKSERHFSACA
B, EFImIEBFIRAESF

Server Mode(fR$3281ER)

Protocol (1) ZHFUDPFITCPIET, FIIRSHmERT
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24 i8R

Server Address(fR55=gitbt) BB EIIRS AU E 1A

Server Port ID(BR5388i%M) BNHEAIRRS RO S

CA Certificate mi<Browse>, EEVEA.cafJCAIEB AT LIE
Client Key mifi<Browse>, IEEUSEE . keylIE FimfATHS (41T L&
Client Certificate m<Browse>, EEVESA.crifIZ FimER T L&

BLIRSEE (WNMikrotikiRSSE8) RHUNEFIREBELIRRINEZN, £

Client Certificate Key e P F R B TR AR

Client Log Ri<Export>, SHHEFIRIIAEXHF

(2 =REE
mE R (Expand) AIEHTESEE, EXFRBRKIRITIA

Collapse
Use Explicit Signature for () 2]
Server Certificate
TLS Authentication [ 2]
Cipher = AES-128-CBC 2]
Auth = SHA1 o
Allow Data Compression Yes [ 2]
Use Route Pushed by | Yes [ 2]
Server

#7-23 OpenVPN EHifi Web Setting FEESE A%

24 1588

Use Explicit Signature for Server | MIRSBEFIEBEABXNEZHITRE, BIAFE
CertificateCIMSIEPERER | yimppsinF B EMBNES, MMikoikEIRSE, NHEXAL
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| izl
£8) g, BNSSERIEEN
TLS Authentication HFaE, EWIRSSEZHITTLSEMIGIE, TE HMETLSIEP G
Cipher BUEEREL, ZEEERSEE 8, BNLERINE:E

i%. ZECEEMRSHE—E, SNTENINEZ

BFRIFESIEENRESL, BRIsdFSHA1, MD5, SHA256FINULLE

Allow Data Compression

BEMRSHE—H

RERBATEIERSE, FRE, EXRESIETEILZOREEYE, 1%k

Use Route Pushed by Server s R o
EENRIRSRANIRE, FERENYes,

RERDRZRSH[RABEER. XAETERZRSH/VEETA,

7.4.4 BZEF OpenVPN BE(EE

[ANEE-REMES] VPNEIE>> OpenVPN>> Tunnel List

FERIRSERMEFIRINREZ G, AILAEER/OpenVPNIFERGERINS. SRR, RBHIBEEYIRTHE

TEFIRHEEER.

OpenVPN Tunnel List

o Tunnel List
Username Server/Client Status Real IP Address
openvpn Server OK 172.26.30.192

#7-24 OpenVPN [BE(EERAE

Virtual IP Address

10.80.12.1

8% L

Username EFmATESMAERNBRE, RSmEAIAZaopenvpn
Server/Client B BRI AP imE RSS2

Status BREERTS

Real IP Address AigHE N\ VPNRYSCRRIPHbiE

Virtual IP Address | ZAimBIEHAIPIHELE, Z=Fisa0EILPiBi IR SE S EE

7.4.5 BABYFREEEH|
1. AMFER

B iR OpenVPNR A HIL SRS In, STIEFintliRSSinaes SRR,
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2. HWE
( Internet)
WAN WAN
172.26.31.51 172.29.22.210

10.80.12.1 10.80.12.2

Device A @ ——————————————————— VPN Tunnek------------------ @ Device B

;| - ;| -

192.168.110.0/24 192.168.12.0/24

3. BEER

® 7fDevice A_EEBEOpenVPNIRSSESIH.

® 7EDevice B_-EZBZE OpenVPNE i,

® RSB FBERIHAINMMEREXAE iR, fAEFInREeEHaIRSSmAM.,
4. BEELR

(1) Bd&EDevice A

a ERWebMEG, Mz VPNEIE>> OpenVPN>> OpenVPN, #HAOpenVPNIZERH.

Ruijie | RRcycc Engish~ O 88 & @ H B
% Overview
OpenVPN Tunnel List
& PBasics
© openven

© Security
71 Behavior Enable ‘D
VPN OpenVPN Type @ Server Client

IPSec

Server Mode  Account
L2TP
Protocol upe

PPTP

OpenVPN * Server Address | 172.26.30.192

VPN Clients f—

*Port ID 1194 1-65535
5 Advanced
*IPRange  10.80.12.0/24 1>}
@) Diagnostics
Deliver Route  192.168.111.0 255.255.255.0 o+
= System
Expand

b REFRFFEOpenVPN, 1E#EOpenVPN TypefgServer, THOEFIRSZE/EL. Y, WMAROS (B
IN1194) | BRSSERHEUE (BDAHLAYSMRIPHELL) |, RE<REP>TTRESHEE.
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© ovenven

Enable ()

OpenVPN Type @ Server Client

Server Mode

Protocol

* Server Address

* Port ID

* IP Range

Deliver Route

Client Config

Server Log

Account

upp

172.26.31.51

1194 1-65535

10.80.12.0/24 2]

192.168.110.0 255.255.255.0 o +

Expand

Export

Export

Save

#&7-25 OpenVPN BRSSiRECE(E SRz

24

1588

Server Mode

BEEAMEET, IAbLAAccountt&E R /a5l
I FLeBERSHIIZE, A%ERAccount & Certificate

TAFFR EIERUDPENE],

Protocol EIERHEZ BRI, FNEEibReEEEEREMNER T, BIERETCP
Y

Server Address BRSZSERYWANOHblE, BD172.26.31.51

Port ID BAS1194, TSRS MISEGARDR], BinO4 5B T MEWER, B8
HATTRNRAS

IP Range OpenVPNItBHEIES, Hhhbth e/ o] Attt S ELAIRS e (A, Eattitoftax

Pig, IREIHSEE910.80.12.0/24, MBRSEZSEi%VPNEEIIENE10.80.12.1

Deliver Route

NREFIREEIAIRSERAMMER, NI RERRIEE S
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¢ REExpandBAEZIRE. WIRSZMEEMECIREHEANE, ENESREERIFEAT, SHfb
IR TIHE, SERE—EENA.

Collapse
TLS Authentication (2]
Allow Data Compression Yes [2]
Route All Traffic over VPN No o
Cipher = AES-128-CBC e
Deliver DNS ® +
Auth

d RE<Export>SHEFRSHLEFREE, THRETMHRE, BTEELSRREOpenVPNE i,

Client Config Export

Server Log Export

Save

e FiF VPN >> VPN Clients, i#I10penVPNEFIKE,
© veN ciients ®
| VPN Client List @ Delete Selected

Upto 100 entries can be added.

Username Password Service Type Network Mode Peer Subnet Status Action
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Add User .
Service Type OpenVpn

* Username 456

* Password @

status @D

(2) EcEDevice B
a ERWebMEfE, HAOpenVPNIZERE.

b AHFFEFFZ0penVPN, HiE0penVPNEEIAClient, BFMEIEHCAIHLER, SiEFEP—F75
NHATECE. HEFFERImport Configis =,

Import Configls =}, :

OpenVPN Tunnel List

© openven

Enable @D

OpenVPN Type Server © Client

Client Config @ Import Config Web Settings

Server Mode Account

*Username = 456 [2]
* Password | ees -]
Client Config  client.ovpn Browse It already exists.
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#7-26 OpenVPN ERif Import Config LB RHHEIRE

VPN

s BB
Client Config 1% Import Config,

Server Mode

5iRSim—E, AfFIhiEFEAccount &=

Username & Password

BNIRSSERIREC BRI AP B NED

Client Config

mi<Browse>, IEEVIRSS SFmSHAIE FiREcE X437 L&

Web Settings AR :

© openven

Enable @D

OpenVPN Type

Server ©Q Client

Client Config Import Config Q@ Web Settings

Device Mode TUN

Server Mode Account

* Username = 456 &)

* Password ves &)

Protocol UDP

* Server Address 172.26.31.51

* Server Port ID 1194 1-65535

Z27-27 OpenVPN Zii; Web Settings BtERFliiRE

% 15288
Client Config 1%64EWeb Settings,
Device Mode

Server Mode

S5iRS w2, AHIERETUNEZ
SRS im—E, AfFIiEEAccountiEz

Username & Password

BNIRSSSRInEC BRI 2 NERS
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o 1588

Protocol SRS Im—, ABIiEEUDP

Server Address ENIRSSEEHIAKIPHELE, B0172.26.31.51
Server Port ID ENRSHREANROS, 01194

tRiEServer Mode S AT RIS {4,

EREZEB SR (Certificate) 1%, EESACAIEH (CA Certificate) . ZFiHIES (Client Certificate)
FIEFimFASE (Client Key) 3Xf4; HIRBIEXAKSE, SACAERNHEIR., EEFIRIERBINE, £F
AT RAHZZE (Client Certificate Key)

CA Certificate Browse

Client Key Browse

Client Certificate Browse
Client Certificate Key (2]

REEXpandBAESIRE, WIAEZIRSZEMEEH (Use Route Pushed by Server) IggbFHENRE. EE
SRS RmAR—HRA. MREFREIHZIFECIRE, WiEsMMikrotikiREhS, NFEXARILIRS =/ ERET

4 (Use Explicit Signature for Server Certificate) IHgE,

Collapse

Use Explicit Signature for (@) |@

Server Certificate

TLS Authentication ®
Cipher = AES-128-CBC i
Auth | SHAT @

Allow Data Compression Yes

Use Route Pushed by Yes

Server
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c SRl EEER, mE<Save>, ERELEN.

5. WERIGE

FoRIRS S IE FIRHIECESS, ETunnel ListEAEEEZIMIRHIRIESS.

Bopg
= i
OpenVPN Tunnel List

o Tunnel List

Username

456

fRS3ES:

OpenVPN Tunnel List

© Tunne List

Username

openvpn

456

Server/Client

Client

Server/Client

Server

Client
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Status

OK

Status

OK

OK

Real IP Address

172.26.31.53

Real IP Address

172.26.31.51

172.26.31.53

VPN

Virtual IP Address

10.80.12.3

Virtual IP Address
10.80.12.1

10.80.12.3
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8 poE e

A xE
I E FPoE#R R 69X & (—ALX &R T B % W-PARIR) L H Rk,
542 : RG-EG105G-P#RG-EG210G-P.

(A EE-NEES] EAEE>> PoE(HE

BRI (I APOE SRR, AIUSEHEMANR, SHOANE (SEEE) . FRTH= (F
SIE) |, LURPoEEREREERE, SirpannEy, HounFclD  mrssisn eSS FEitE,

o PoE{iHs

| PoEmEiLts
EAEE e =3 LEFRIDE
70.0W 0.0W 70.0W
PoEiREZER
i cSws =pm iy amEsE SN 00W
PoEF+==: ()
ZEITTEE: 0.0W 0.0W 0.0W 0.0W 0.0W 0.0wW 0.0W 0.0w

LANO LAN1 LAN2 LAN3 LAN4  LANS LANG/WAN3 LAN7/WAN2
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O z=gum
9.1 88 Web EF5413

[XABEMEN-THERS] RASE->EREE>>EREN
(AFEEEMAN-ZENEE-THRS] RASE->EREN

WA BERIER, REERERNEEENER,

A xE%E

B HARMARNLTIHBRE, HFRIEEARAETHRIARSHERESD,

aEERE
o ERIEEENEEERER. ®
* FREE

* $aE

I
H

* BASTETS

9.2 B RmEAIAYIE
[AHER RENS] RAGEE>> SREE->ERBIHT

WebTUE—RREJEINIRBIERE, BEMMMHRE, BXRMEFERNSIBEINEANLE. FAERIIE 3600
. BP1/NET,

0O wesaiEzmmE @

* BRI ETE] 3600 ()
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9.3 IEHIRE

9.3.1 FigEFIRSHI

(FEE-NHEOS] FREE>> REEE>> WEHRE
RE<REHRE>RARA, SRS RIEALE.

RpEE

o eSS @
e 2E , SkSEREERS. MRSNEATESANES | 1k SHEARS FHEREH) 2.

2 28

j7=an

1) R ESHRrEsEE YR EEETEREE , BT

wEH=E?

A &

GHRERFZARIRR, HEBRE. WRIMNARAELAR AGRE, TAFHIWMRE GFAFRELEN 5T
A) BEIKREE T RE. wiEARE.

9.3.2 BmigFIKREHT
[(BRSE-TERS] RASE>> EEEE-> RS 8E
ER<BRISE>, FHAREE "RIERPIKSESE | Sh<ERRSHRE>, LEIRENITEIRS SRS

HIRE,
sSHESSA fREHEs
O =y nE sEnuareRE uSMEESTEERORE, TASHISAEEEEREY AR ©)

prici=3 FigE 0 =Ei=E

v @O ssArekSss (CEaNSTEREEAE, SEadBltniS TORE)

RS RS
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A &
GRERFESERP A LEGAAF L, HELRSE. gt

9.4 ERIRH

9.4.1 BERHFEH

(FEE-TEES] ZRREE>> REEE>> FRER

RE<ERRS%>, REGEHE. ERTET, B2RFEKARE, SREERMIIFEWebIRSTARE,
BEMBEEIERA.

(i Yo ®
EEREERER , B EaEE |

9.4.2 EREMIRE

(ENEE-TEES] RAEE>> REEE>> RRER
ER<EWIRE>, RE<ENERRR>, ERIRNETHREIRE.

EHER ERER

O =s=uer, srmsesns! @)

T FRE 0 =ERizE IEEEE

A iE
HRERER Y — TN, FehOFF, ERBEFETEANRLE R R, FHERIRME,

9.4.3 EEMERIEERS

(ENEE-TEES] ZREE>> REEE>> FRER

ER<IEERE>, N\ "TERFRE" JIRPEFERFORE, RE<MEAN BERE" JIR. RE<E
B&%E>, BER "BEiRE" JIRPHIEENRE.
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O =s==ues, srEsasral

priz= RE EREE

TREIE 11

1234567891234 - EG210G-P

9.5 REENER

BHIARREEER, XTFRAMBNEENBIESE9.6
TR

(fEMRS] ZEEE>> REEE>> ENER

RpEE

@

0/0

FoEURE

RENEERGAE. I EERAEIEESEH

RE<FE>, EEERENEENBEIME. RE<RE>RE, TRRSGHEERENHEREEER.

A iE

EEREEARXTHABEANER, SRAANRERICHEN, ERR&HEEE, HERRE,

EHER ENER

0

IE: EHERN, FREEthaER.

sz @D
S E- &=

BIE 03
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0.6 REMNBEEFRFE

(MEES] REEE>> RERE

AEELRIRSHE, EEER, BREFERLSFFENNX., ENXIERIENEER, TTaE<Es>a
FhigE. EREIFRENTPIRSES (Network Time Protocol, MZEATEIARSSES) . BNAZ MRS H[EIE
9, INEARMIRSEEH KA IRIESEIE NS,

O ==re=zumin. esesrTcER, EEETEENE. )
SEESE] 2022-02-17 17:43:23

FHE | (GMT+8:00)TFH/ B8

*NTPERSEE 0.cn.pool.ntp.org e
1.cn.pool.ntp.org IR
cn.pool.ntp.org BiEs
pool.ntp.org BEs
asia.pool.ntp.org BiEs
europe.pool.ntp.org il
ntp1.aliyun.com EER

i "HRIRE" | BENEALRERIRENRGRE.

9.7 FiERINEEAN

(MERS] ZFREE>> BEEE>> FH58A

REED: RE<ED>, BENSHEREH TRSHIEEXXHEIFRT,
RESA: RE<NE>, EREREZASEONREY, BRE<SA>, BXUFrsEniiENARRE L.

SANEEERERER.
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EZH55H

o NEESANESVHEFSHSEFERT . SUESHEEREEEE.
SABERENST (RS BRAEE | BMNEERERE | RESEMNER.

EhEE =i

| srmEre

THRRE S

9.8 fETKIFX

(EWEE-TEES] BWEE>> LEDITIRE

REFRIZH, EHTKIREHILEDIREHFE. RE<R>EEE TRE.

LEDAAZSIZHI
FERl NERAPRILEDST 2%

==7= @D

9.9 MIEZHA
9.9.1 MLEEK

SR HIMEEERT, BHUT "MESER" TheE, FRERNEREEIRE.

(A EE-NHEES] SE2H>> NEBIE
RE<FHARNU> R TSN, R5kES B MENER.

O mzae

Frats
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S)

O rs=ae

‘

RO

iR

WAN[fies
WANHILAN F& 1t bt ez
TATSHE

ZDHCPIRE =T
IPHtthb st

PEihEE

T—HhEEtE

DNSHic&

O 0 000000 0 00

IPEIEHGSE

NEREMEIRSIERE, BENMENERFEHESRN. BRUSEENEEHE.

DNSEcsS

IPSIAHE
ZRSERE ]

aEEEnIRSEER ( (
o

HR . mEREEIZRS. RSETEEERRS

B . ERNEEEINEESNEI ZRNENEESEE

9.9.2 MifE&EE

[(ENEE-THRS] BNEE>> JEEE

ERMEINETE NIRRT, LUETHIENTSHE. AKX TRERENEERER, RuaZyRaN
M<EUEXT>1R8H, AILRBEXHEESE,

A iE

B X EEZE, 2ARTHZAREHTEERT, AF LEAR AR f 2, HiEEBRIME.
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o WEEE
SrEFnEEEHESEEE | ket es

| HESLEE =R REST R
B sE=EE B B
v [CELEEE=DHCP Serverhss EHEERISE RS 4 EsIDHCP Server Hip: EUME
BES BEERIS Tt ] e S
H1MQ3Wa000474 - 2019/6/20 F7:36:10 #rEEE=EESM
Ruijie MACC522376524 EAPBO2 2019/5/28 T4:.02:52 EirthEEiEE=IM
21% | 108/7 B s 1 |\

BEGERTINRSEHNSESIEFRER?

1. BiEERE | EaSABhHlEEEs.
2. mia s [EF BB B5E] =41, o=t

‘BEEET BT

RE<EE "HEXE 5T, JLUEENEMXNIEE.

BE "WiENE IEE :

FEEREEEDHCP Serv
erh3s

Emxit

9.9.3 MLEMiXTH

(FEE-TEES] HE2H>> WETR
EEFIZHTAI0, BIAIPHBIEERRIE, maE<Fraateil>,
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PINGEEHET IR ESIZIPE MU AIMEEEE, BRPingBEAMERRMEARSIZIPERHUENE.
HRAIRIRREE B E B A RIPEMILAIMEZERR, BREAEE R MIEITATFARYDNSIRSS B8 b1E,

O mz1n ®

TS @ PINGES PR HEES
* BeSIP/tEE www.baidu.com
*PINGREX 4

*PINGEGEB® A/ 64

PING www.baidu.com (14.215.177.39): 64 data bytes

72 bytes from 14.215.177.39: seq=0 ttI=51 time=20.664 ms
72 bytes from 14.215.177.39: seq=1 ttI=51 time=20.403 ms
72 bytes from 14.215.177.39: seq=2 ttl=51 time=20.492 ms
72 bytes from 14.215.177.39: seq=3 ttl=51 time=20.618 ms

--- www.baidu.com ping statistics --- ((.
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 20.403/20.544/20.664 ms

9.9.4 iMEWi2
(ANEE-TTEMS] HEE2H>> NSk
LGB HMIE AT EEMN, ATLIBIOrMEERREAFIHFE A,
RO, BEEEYANENPRISEMBRSIEENS, FBSEE AR CRIBEM S EELE
&M (SMBEX/NSEREIAZIEEE, SEILMBHEMSITE FEHERE) . RE<FHEIME>, BT
BHe,
A iE:
WERAETR E MRS AATRFREAL M, wiEMRRE,
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RpEE

O naiw @
B0 AL
mYE AL
4P
RERTEAN | 2 “BTPOEFRIS: 18153 M
REIEZAE | 500
«
MEIFEPAIRERMELE, Sl FHHE. TR RFpcaptETUAIBEREIANE, MWiresharkE S Hrak i
HITEESO.
O razw @)
g0 AL
mE AL
=P | 1111
REDTHAN | 2 “BiPIERIS 18153 M
T I .- . 167,16k
mendE : 20205F01H08H 19:40:37
T o
9.9.5 MIFEIIEE

(FAEE-NEES] SESH>> HIRKEE

LHiRFHMHIER, FEWEHREE. RE<—RIE>, BTRREREXXHNEEXM, THEIFE,
AR R A RESTE.
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o e
TaLEEEHIEREE | SHTHEE | RESFE ) SR EiE,

9.10 EFRARNEERERIRES
Ah xE
o ERUAESTH A RATHAITIE &1
o MRAZHKERILE, AH AT FRBREH R LTI LS,

9.10.1 fE&HEK

(FEE-TEBS] RESE>>RFEFHR>>ELTR

ETRIRRFERFFACNESFETEIRA, WREVERAEHFTARE <D LRI TELEN. &
FEBELFARONERNS, FERE TEARE BRAAEGREERN, BHITAMAE,

0 w7

o EBAUARYLNRE.

o ERBAEASIALT BT @RLARLE, ALUADEH QAR R

TR TR

o EEFHREEE MRS, FRIETSSREE, SAEREECENNNEE, ARt ER.
LEREA ReyeeOs 1.
FThEES  ReyeeOS 1.

R4 1, TS i
2, EFHEAEEE

Br 1. BERRENENENNN, Ead "TEARG" FEREiER,
2, BB "R TE, AETHERas s FEReE TR,

SR (6

9.10.2 FHEAE

(FNEE-TEBS] RESE>>RFEFR>>FHFR

ERRBEHSRIARRERE. TLUSRERSRERETR, [RE<NSEIEREARRALESD, [b<tbE>
EERREFHITHER.

206



RG-EG RFIIEHIZE Web EIEFAf
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O ssoErsrEmTEERE LTSS
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LETEZ ReyeeOS 1.5
FERE B IRESESAA, BUNEEESHR)

TEAEERE =S

9.11 {KES

(OUE|EISD)| WebﬁEEJ:%

ETEPREERES, BIRERREINES.

RpEE

Ruijie | BRcycc HHIEH(EG

& RETE
EEHER
S BrER
o PFEAER TEEEFRFEL
30% 1
M THRER
5 VPNETE
EEFEES
B ERER
BERS: EG BESTR:  Ruijie &
@ e . MACHEAE: TieEm:  mmiEs &
BEEEE 1,00 EHET: ReyeeOS
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3

10 zniam

10.1 EHE Web XMEZT

(1) FEANZEEREZER TIREMNLAND, MNAHETTINFSEES.

(2) HEWebEERSR], BIWEITENIRER "BaREUPHLE" , HFSDHCPIRSBHNZEBEITEND
BoIPitEht, WMNRB|EATTENIEEEHSIPHELL, BETENNIPSIRELANOIPREE—MER, a1 KA
LANCIPH#E:E/9192.168.110.1, FRIEHE4255.255.255.0, MIGTEHAIIPHELE IR E 79192.168.110.X (X
F2E254 7 [AEEEESEY) . FNIEEE/9255.255.255.0,

() FERAPingmSIENITEN SIREZEESE, EPinglBEAW, BaEMNKEIRE.

(4) BHERIALBRENLEIERINLEEERE, BERSRESL KE.

10.2 TiCREZBERELRE

EREEERRENERT, KxEikLtireseti#ctl, RBEEREHLAFEALERE. REHRER, AI{FER
BRIAIP (192.168.110.1) ERi&EWeb,

10.3 EH LMK

(1) HARTIKSERESER. IRTCEFIKSER, BEECICREIKSEINMIRIEE, Check
whether the PPPoE account and password are correct.

(2) WANZERSENIPHIEERSMEHIIEMIESEMEUNTSE, Check whether the IP address assigned by
the ISP will conflict with the IP address existing on the router.

(3) HHARBHMTUEE B H#EIESREK, Check whether the MTU setting of the device meets the
requirements of the ISP.

FAMTUR1500, INFEHIESHE3.2.3 (EHMTU,

(4) WHARBCEHEREKIENNEITEEETVLAN ID, Check whether it is needed to config Vian tag for
PPPOE.

FIANEBVLANIRS, {52%3.2.5 IREVLANIREHITIRE., There is no Vian tag for PPPOE by default.
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